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Abstract 
A notable trend in automotive systems is the composition of various stand-alone safety applications into so 
called Integrated Safety Systems. These systems provide safety services that combine and extend current 
functionality in order to increase the level of safety for the occupants of the vehicle (and to some extent also 
people outside the vehicle). Integrated safety systems span across the traditional functional domains of 
automotive systems (e.g. powertrain, chassis, and body) and potentially gather information from, as well as 
control functions in, all domains. This requires new approaches to ascertain attributes such as safety and 
availability. Another aspect is the incorporation of telematics services to extend the safety services of a vehicle. 
This requires a wider approach for security in the vehicle, in addition to the more classical dependability 
attributes addressed in automotive systems. These upcoming requirements of the integrated safety systems 
require extended services and features from the underlying electrical and electronic (E/E) architecture, as well as 
rigorous development methodologies and processes. The EASIS project, which is a part of the European 
Commission’s 6th Framework Programme, is providing insights and solutions to these challenges. The main 
results of the EASIS project are described in this paper. 
 
Introduction 
The present generation of safety systems consists mainly of stand-alone systems with limited interdependency. 
To reach the European Commission Transport Policy©s road safety targets, it is essential to combine these 
systems, together with enhanced telematics services, into Integrated Safety Systems (ISS). An ISS is a system 
which combines functionalities traditionally confined to their respective domains, such as the powertrain, 
chassis and body domains. In addition to the classical automotive domains, the integration of telematics services 
further extends the realm in which integrated safety systems are active. 
 
The combination of systems in this way brings two main benefits: i) information from all domains can be 
combined to provide a better view of the state of the vehicle and its surroundings, thereby forming a better basis 
for decisions taken by safety systems; and ii) the vehicle can be controlled in a more integrated way as control 
actions can be coordinated across domains. 
 
Integrated Safety Systems as described above place higher demands in terms of support for dependability (e.g. 
safety, availability and security) on the underlying software and hardware platforms and will require a more 
rigorous methodology for development, compared to current systems. In order to define solutions for meeting 
these requirements and provide pertinent support for dependability in terms of services and other support as well 
as methodologies, processes and tools, the EASIS project has been launched (see www.easis.org). 
 
EASIS is a partnership of 22 European vehicle manufacturers, automotive suppliers, tool suppliers and research 
institutes, who aim to develop technologies for the realization of future ISS. One major aspect of this project is 
the definition of a modular scalable E/E architecture for active, passive and integrated safety systems. This 
modular E/E architecture consists of two main branches: i) Software platform; and ii) Hardware platform. The 
software branch defines a common platform for software-based functionality, upon which future applications 
can be built, and the hardware branch defines a cost-effective on-board electronic hardware infrastructure. In 
this project, requirements and needs concerning ISS have been collected which constitute the basis for the 
definition activities for the two branches mentioned above. 
 
The work on the software architecture will result in a standard software platform for the execution of ISS, 
satisfying both ISS and external requirements, such as standards and hardware architecture. It will provide a 
basis for future in-vehicle electronic systems and include principles for software topology, an interface between 
hardware and software, basic fault tolerance and diagnosis mechanisms and inter- and intra-domain gateway 
services. The main composition of layers and functional areas of the software platform is shown in Figure 1. 
 
A hardware architecture which supports the high ISS demands regarding dependability, computational power, 
high speed, accurate information exchange and the software layers, will also be produced. This architecture 
must be scalable for standardized usage in both safety and non-safety applications, able to adapt to different 



domains and vehicle classes, capable of handling various sensors and actuators, have well-defined, standardized 
interfaces, support fault tolerance, error detection and error handling and have optimized costs and reliability. 
Figure 2 shows the main aspects of the hardware topology and system topology addressed in this work. 

 
Figure 1. The layered software architecture Figure 2. Hardware topology example 

 
Achieving system dependability will be much harder for integrated safety systems than for traditional safety-
critical automotive subsystems due to higher content of safety-critical software, higher complexity, and higher 
interaction of subsystems from different suppliers. The state of the art of automotive dependability methodology 
has to improve significantly to cope with these challenges. EASIS will provide guidelines for all major 
dependability-related activities. These guidelines are structured with the help of a simple dependability activity 
framework as shown in Figure 3. 
 
The introduction of ISS will increase the networking needs not only for signals. Different ISS functions may 
work in the car thus making functional coordination and arbitration necessary. Connecting the vehicle to 
surrounding information infrastructures may influence the hard real-time chassis or powertrain control systems 
even more. All in all, the well understood basic-function-control-loop is transformed into an ISS-control-loop, 
see Figure 4. ISS-control-loop design requires new development processes and supporting tool chains, which the 
work on processes and tools will provide. A software specific systems engineering process (EASIS Engineering 
Process, EEP) suitable for the automotive industry, will be defined, integrating the results of system 
dependability, and a tool chain recommendation produced. 

 
Figure 3. Dependability Activity Framework Figure 4. V-model indicating inner  and outer  loop 

 
The following sections of the paper will describe in more detail the most pertinent aspects of the various parts of 
the project. 
 
Software Platform 
The primary drivers during development of the software platform are the main dependability attributes of safety, 
reliability, availability and security. Based on this, the work on dependability in the software platform is 
performed addressing the following three aspects: i) detection and handling of faulty and erroneous states, i.e., 
fault tolerance aspects; ii) management of information concerning the state of the system, e.g., fault codes and 
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internal fault information; and iii) consistency and integrity of data over the telematics link. Based on these three 
aspects the following services have been identified as the main dependability services that need to be provided 
by the software platform: 

·  Fault tolerant communication. As ISS components can be distributed over a number of different ECUs, 
it is vital that these components are able to communicate on reliable links. 

·  Agreement protocol. Distributed decision making and control as well as the utilization of replicated 
components requires that the components constituting the ISS can rely on the fact that all components 
have the same view on the information that is used as the base for decisions or control actions. 

·  Replication. A common way of providing redundancy is to replicate software components such that 
there are multiple copies executing on different physical computational units and then combining the 
multiple results into one final result. This way, if one of the copies malfunctions, the fault can be 
handled as there is at least one functioning copy still running. 

·  Watchdog management. Watchdogs can be used to detect situations where software components 
malfunction in such a way that timing is affected, e.g., hanging components and crashed components. 
Certain types of faulty execution can also be identified using watchdogs. 

·  Reconfiguration. Once a faulty state has been identified, some treatment has to be triggered to resolve 
the potentially dangerous situation. One such treatment is to reconfigure the application and initiate 
local back-up components or start up components in other locations. 

·  Fault management framework. To perform dependability services in an efficient manner, the platform 
needs to have a good overview of the state of the applications as well as the ECUs. For this, a 
monitoring framework supervising systematic fault handling activities, e.g., reconfiguration, is defined. 

·  Gateway. Future vehicles will communicate with a number of external entities, such as adjacent 
vehicles, the road infrastructure and external service providers. This communication needs to be routed 
and translated such that the information can be transported from the wireless telematics networks to the 
wired automotive networks. 

·  Firewall. Having an access point in the vehicle which can be reached in a wireless manner opens up 
possibilities for malicious attacks from external sources. In order to handle these attacks and ensure 
that the state of the vehicle is secure, firewall services are required. 

 
These are the main dependability services identified for the software platform. Some of these services require 
support from the underlying hardware (e.g., watchdogs and fault tolerant communication). The following 
section will describe the main dependability aspects identified for the hardware platform. 
 
Hardware Platform 
The work on the hardware architecture focused on the following four aspects: i) logic system architecture 
composed of multiple ECUs; ii) communication networks connecting the ECUs; iii) internal ECU hardware 
architecture; and iv) power supply network. Based on these aspects, the following topics were covered: 

·  Gateway principles. As the functions of an integrated safety system will inherently span many domains 
in a vehicle, the different components of such a system are likely to be located in a heterogeneous 
physical environment. Topology issues need to be resolved and appropriate gateways introduced to 
enable logical exchange of information between the various domains. Principles for the physical 
constitution of such gateways have been developed. 

·  System topology building blocks. The physical structure of automotive systems may differ from 
manufacturer to manufacturer, and also within the product range of one manufacturer. Thus, a 
catalogue of various building blocks has been defined with which system topologies can be built and 
still follow the recommendations of EASIS. With this catalogue, the solution is scalable and flexible 
and can handle a large variety of sensors and actuators which ensures that future developments can be 
integrated into the catalogue and into future automotive systems. Also, the provision of building blocks 
with well-defined interfaces lays the foundation for optimizations in terms of cost and reliability. 

·  Network technologies. A number of network technologies have been investigated and a set of 
technologies has been selected for recommendation: LIN for local sensor and actuator networks, low-
speed and high-speed CAN for various functional domains (e.g., used today in the body and powertrain 
domains, respectively), MOST for the infotainment domain and the link to telematics, FlexRay for 
domains with high dependability requirements. Various network topologies are investigated and 
recommendations given. 

·  ECU hardware architecture. Principles and suggested topology solutions for constructing a fail-silent 
unit are defined with appropriate filtering circuits to protect against disturbances from external sources, 
computation processor, supervision processor, bus drivers and communication processors. A 
combination of multiple (at least two) basic fail-silent ECUs will result in a fail-operational ECU. 



·  Power supply. It is not sufficient to provide fault tolerance in the information and data used in 
integrated safety systems – the power supply also has to be dependable. For this reason, principles for a 
dependable power supply network are defined, including power supply circuits and controllers to be 
used in the ECU hardware. The power supply also allows for control over which parts of an individual 
ECU will be activated or deactivated. 

 
The hardware platform and software platform have been defined to closely integrate with each other, such that 
the services provided to the application components of ISS will have access to a wide selection of services. 
 
System Dependability 
The goal of the work package “system dependability”  is to support the system engineering of integrated safety 
systems by providing guidelines for all major dependability-related activities in system development. The 
EASIS guidelines are structured with the help of a simple framework of dependability-related activities in 
system development and focus on the following three aspects: i) a comprehensive approach for the 
establishment of dependability requirements based on hazard identification, hazard classification and hazard 
occurrence analysis; ii) verification and validation of complex distributed control systems; and iii) means for 
demonstrating that safety was sufficiently considered in system development (safety case construction). The 
EASIS guidelines are based on a state of the art survey. In addition to best practice in automotive industry this 
survey also addresses the adaptability of approaches from other industry sectors, and takes up current trends in 
academic research. The following topics are covered: 

·  EASIS dependability activity framework. The activities included in any process may be arranged in a 
framework that shows how they are related to each other and to the overall aim of the process. For 
dependability in general, and safety in particular, there are a number of such frameworks defined by 
commercial consortia, standardization bodies, and research projects. In EASIS we defined a 
dependability activity framework based on an evaluation of some existing dependability frameworks 
(lifecycles, processes, etc.) with respect to their applicability to the development of automotive 
integrated safety systems. The aim is to identify a set of dependability-specific activities that should be 
carried out during the development of an Integrated Safety System, or indeed any automotive control 
system. This framework is not specific to any particular process model or product lifecycle.  

·  Hazard identification, classification and occurrence analysis. This work provides suggestions and 
guidelines on how to perform these activities based on established analysis methodologies and 
classification schemes, possibly adapted to fit the automotive environment. Hazard identification deals 
with identifying undesirable vehicle-level states and behaviors that may be created by the system under 
consideration. Hazard classification deals with placing the identified hazards in categories depending 
on a set of attributes, such as severity, exposure and possibility of avoidance (controllability). Hazard 
occurrence analysis deals with assessing the probability of a given hazard occurring. 

·  Establishment of dependability-related requirements. This work provides suggestions and guidelines 
on which activities should be performed and how these should be performed in order to collect 
requirements that concern dependability. These requirements can be functional requirements, e.g., 
requirements on dependability mechanisms for detection and handling of faults and errors, as well as 
non-functional requirements, e.g., requirements on design and manufacturing processes. 

·  Formal methods. An attractive way of guaranteeing correctness and to ascertain that specific 
dependability requirements are met by a given system design is to provide formal proofs of this. 
Especially for complex distributed control systems formal methods effectively supplement traditional 
verification and validation techniques. This work provides a survey of existing approaches for formal 
specification/modeling and formal verification and a set of case studies showing the applicability of 
selected approaches to automotive system development. 

·  Safety cases. A safety case provides a structured argument for why a given system can be considered 
dependable and provides evidence for specific aspects concerning dependability in general, and safety 
in particular. This work provides guidelines for how safety cases should be constructed for ISS in an 
automotive setting. 

 
Processes and Tools 
The work on processes and tools is focused on the following three aspects: i) systems engineering processes for 
ISS and their functional software components; ii) tool chains supporting the engineering processes; and iii) 
certification and test activities. Based on these aspects, an analysis of requirements (collected within EASIS and 
from other projects) was conducted that revealed new challenges for the development process that arise with the 
introduction of ISS: There will be an implementation shift from traditional hardware to software intensive 
systems, leading to a composition of safety functions within the vehicle that may be distributed across different 
ECUs. In case of diverging or conflicting signals or requests to actuators, the coordination / arbitration of 



different ISS functions will be a challenge, while requirements of system dependability will increase. 
In order to give answers to these challenges, the following topics are covered: 

·  EASIS Engineering Process Framework (EEPF). A process framework is identified which describes 
the key components of an engineering process necessary to support the development of ISS. It 
identifies the need for an ontology or meta-model to give a well-defined basis for description of 
artifacts and activities throughout the engineering process. Furthermore, risk assessment and control 
activities must be seamlessly integrated into the “standard”  engineering process and should be 
performed as early as possible (“ frontloading”). The framework also covers the re-use of components 
or modules within families of similar products based on a standardized software architecture and the 
distribution of work between partners (e.g. OEM and supplier). 

·  Application of EAST ADL to ISS development. To answer the request for a meta-model identified in the 
EEPF, the EAST ADL (Architecture Description Language developed in the ITEA project EAST-
EEA) is used as the basis for the description of artifacts and activities in the development process.  

·  EASIS Engineering Process (EEP). Based on the EEPF and the EAST ADL, the EEP is proposed as 
one possible instantiation of the framework. It forms a software-specific systems engineering process 
which is aligned with the needs of the automotive industry. Activities and input/output documents for 
every process step are defined. The EEP is organized along the different subsets (or abstraction layers) 
of the EAST ADL. For example: Coordination and arbitration issues are handled in an early phase of 
the process and are described using the vocabulary of the Functional Analysis Architecture (FAA, a 
subset of the EAST ADL). 

·  Integration of overall system development process and risk analysis. The EEP described above is 
equipped with entry points where processes and methodologies aimed at system dependability (as 
described under Systems Dependability above) are integrated. This produces a complete process for the 
development of ISS. 

·  Correctness by construction approach. In an attempt towards certification of the developed ISS, the 
“Correctness by construction”  approach is proposed as a means to progress from the high level 
activities defining the Functional Analysis Architecture of a vehicle down to the actual executable 
code, via the various views of the EAST ADL framework.  

·  Tool Support. Tools and methods are proposed to aid in the analysis and design work. These 
recommendations are given as annotations to the steps and stages of the EEP. 

 
Validation 
Key concepts and methodologies will be validated in order to show the applicability of these approaches to 
provide solutions to the problems and requirements identified concerning the development of integrated safety 
systems. For this purpose, two main validator setups will be created: 
 

·  The main principles defined in the software platform and the hardware platform will be integrated into 
a validator resembling an automotive electronic system, including a telematics gateway, automotive 
sensors and actuators and several ECUs, all connected in a FlexRay network. In this validator, the 
feasibility and validity of the main principles of the software and hardware platforms are demonstrated. 

·  A safe speed function for use in commercial vehicles, automatically reducing truck speed to the 
maximum safe level for the road, by limiting engine torque and, if necessary, applying brake torque, 
will be created. Rapid Prototyping equipment will be used to quickly build and adapt software and a 
controller for the function and a hardware-in-the-loop (HIL) test bench will be used for validation. This 
permits validation of braking and stability in a wide range of circumstances, as well as validation of 
pre-existing functions and those distributed over different ECUs. 

 
Conclusions 
The advent of integrated safety systems introduces a new set of requirements concerning dependability from the 
E/E architecture of automobiles, as well as more rigorous methodologies and processes for development of such 
integrated safety systems. The EASIS project defines an E/E architecture to meet these requirements and 
provides solutions concerning processes and methodologies as well. We have described the main services and 
features provided by the software and hardware parts of the platform, and the main aspects of development 
processes, both for the general case of development and for the particular case of system dependability. 
Validator setups will be produced to show the feasibility and validity of the chosen architectural principles, as 
well as the development methodologies and processes. 


