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Abstract 
 
Integrated Safety Systems (ISS), using synergy effects between safety-relevant 
applications distributed across in-vehicle domains, are currently an important development 
trend in the automotive industry. Such systems require a fault-tolerant in-vehicle system 
architecture, so that a layered software platform was developed within the EASIS 
consortium, where dependability services are realized by standardized software modules. 
 
In order to meet the high dependability requirements of modern ISS, redundancies are 
necessary. The management of redundancies requires specific dependability software 
services. In particular, agreement among distributed safety-relevant applications must be 
reached despite Byzantine faults. For this purpose, an Agreement Protocol Service was 
developed in the scope of a cooperation between DaimlerChrysler AG and the Institute of 
Industrial Automation and Software Engineering. This dependability software service was 
prototyped and validated by means of a lane-keeping application. The prototyping of the 
validator follows the model based approach combined with rapid prototyping. 
 
 
Zusammenfassung 
 
Integrierte Sicherheitssysteme (ISS), welche die Synergieeffekte verschiedener 
sicherheitsrelevanter Anwendungen über die Domänen im Fahrzeug hinweg nutzen, sind 
heutzutage ein wichtiger Entwicklungstrend in der Automobilindustrie. Diese Systeme 
erfordern eine fehlertolerante Systemarchitektur im Fahrzeug, sodass im EASIS-
Konsortium eine geschichtete Softwarearchitektur entwickelt wurde, welche 
Verlässlichkeitsdienste mittels standardisierter Softwaremodule realisiert. 
 
Damit die hohen Verlässlichkeitsanforderungen moderner ISS erfüllt werden, sind 
Redundanzen notwendig. Das Management der Redundanzen erfordert wiederum 
spezifische Verlässlichkeitsdienste. Insbesondere, muss die Übereinstimmung zwischen 
verteilten Sicherheitsanwendungen trotz byzantinischer Fehler erreicht werden. Zu diesem 
Zweck wurde im Rahmen einer Kooperation zwischen der DaimlerChrysler AG und dem 
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Institut für Automatisierungs- und Softwaretechnik ein Übereinstimmungsprotokolldienst 
entwickelt. Dieser Dienst wurde mithilfe einer Fahrspurassistenz-Anwendung validiert, 
wobei der Validator unter Anwendung des modellbasierten Entwicklungsansatzes sowie 
des Rapid Prototyping aufgebaut wurde. 
 
 

1 Motivation 

The European Commission�s transport policy has set new targets for a dramatic reduction 
of 50% in road fatalities by 2010 [1]. As a current trend in the automotive industry, active 
safety systems such as collision avoidance systems, are integrated together with passive 
safety systems, for example airbags or rollover protection, in order to profit from synergies 
between both passive and active safety systems. The concept of Integrated Safety 
Systems, as a very promising technology, is one of the most realistic approaches towards 
the ambitious aims set by the EU Commission. 
 
However, in the past years, the complexity of in-vehicle programmable electronic systems 
steadily increased. By 2010, it is estimated that software in cars will have about 10 million 
lines of code [2]. One well-known approach to deal with complexity and variants as they 
occur in the automotive sector is the hierarchical decomposition of a system into 
components and the re-use of already tested components. Hence, to avoid the 
redevelopment of basic safety functions and to specify a uniform platform between 
suppliers and manufacturers for Integrated Safety Systems, the European project EASIS 
(Electronic Architecture and System Engineering for Integrated Safety Systems) was 
launched. It aims at developing a modular scalable electronic hardware and software 
architecture for safety systems. 
 
An important technique to guarantee the dependability of combined hardware and 
software systems in the presence of faults is redundancy. For example, sensors, 
electronic control units, or even more generally processing nodes, are replicated in order 
to detect and correct faults in single nodes. If, as in this case, information is spread among 
several nodes, mechanisms are needed to reach agreement on a common value, such as 
a current sensor value. In the following, it is presented how an agreement protocol was 
designed for that purpose and how it was integrated as a dependability service into the 
EASIS software platform. 
 
The paper is structured as follows. The next chapter gives a brief introduction into the 
EASIS project. Since the agreement protocol is designed as a software service in EASIS, 
the EASIS dependable software platform is briefly described in the third chapter. In the 
fourth chapter, the fundamentals of agreement protocols are explained. After that, in the 
fifth chapter, the concept of an Agreement Protocol Service and its integration into the 
EASIS software platform are presented. Finally, in the sixth chapter, the practical 
evaluation of the Agreement Protocol Service within the EASIS demonstrator is described. 
 
 

2 Electronic Architecture and System Engineering for Integrated Safety Systems  

The European project EASIS was initiated in 2004 by a consortium of 7 European OEMs, 
8 system suppliers, 4 tool producers, and research institutes. EASIS is pursuing the goal 
of standardizing technologies for Integrated Safety Systems, by developing a 
standardized, dependable, in-vehicle, fault-tolerant electronic architecture (both 
dependable software and hardware platforms) and a standardized system engineering 




