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Executive summary 

The purpose of the Functional Interchange Format (FIF) is to provide a common way to describe 
properties, such as resource usage and timing requirements, of software components. Knowledge 
about these properties is necessary in order to enable correct system design since it provides the 
system designer with information on how the components will work together. To facilitate the 
development of system integration tools for software components, the formal definition of the FIF 
is based on XML Schema. This schema is in turn automatically generated from a UML model of 
the FIF. Thus, the content of this document is an explanation of the constructs available in the FIF, 
based on a comparison of its proposed UML model with the ISS-requirements that were 
formulated as part of deliverable D1.1 [1]. 
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Abbreviations and acronyms 

API Application Programming Interface 

APP Application 

DTD Document Type Definition 

ECU Electronic Control Unit 

FIF Functional Interchange Format 

FMEA Failure Modes and Effects Analysis 

HW Hardware 

I/O Input/Output 

ISS Integrated Safety System(s) 

ISR Interrupt Service Routine 

MTU Maximum Transmission Unit 

N/A Not available or Not applicable 

NM Network Management 

PDU Protocol Data Unit 

QoS Quality of Service 

SIL Safety Integrity Level 

Sub-WT Sub-Work Task (A WT/Work Task is built up of a number of sub-WTs) 

SW Software 

SW-C Software Component 

TBD To Be Defined 

TBW To Be Written 

UML Unified Modeling Language 

WP Work Package (The EASIS project is built up of a number of WPs) 

WT Work Task (A WP/Work Package is built up of a number of WTs) 

XML eXtensible Mark-up Language 
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Guide to Deliverable D1.2 

The Deliverable D1.2 of the EASIS project is divided into a number of documents (as shown in 
Figure 0–1 below), some of which may not be public, due to the fact that these may contain 
information from other on-going projects which at the time of the completion of Deliverable D1.2 
are not made public. 

 

Figure 0–1. Structure of Deliverable D1.2 

 

Here is a description of the various documents of Deliverable D1.2. Note that D1.2-4 has been 
removed; the contents have been merged with those of D1.2-2. The document you are reading 
right now is shaded grey: 

Document 
number 

Document name/description Public/ 
Confidential 

D1.2-0 Overall Description of the EASIS Software Platform 

This document contains an overall and brief description of all results and 
findings from the design of the EASIS software platform. The main principles 
and philosophies behind results described in the various sub-documents are 
described here. The details are found in the various sub-documents. 

Public 

D1.2-1 Software topology 

This document gives an overview of the EASIS layered software topology 
with the focus on the interface description of EASIS basic software services, 
interfaces of EASIS dependability software services, interfaces of EASIS 
gateway services and interfaces between them. 

Public 

D1.2-2 Basic services 

This document maps the EASIS requirements on basic software services to 
service groups and gives a software specification for each service group. 
Main effort is spent to maintain traceability to AUTOSAR and to specify add-
ons to AUTOSAR where it is essential for Integrated Safety Systems. 

Public 

D1.2-3 Fault Tolerance services 

This document contains the specification of software mechanisms and 
dependability services of the EASIS Software Platform that are necessary to 
obtain fail-silent as well as fail-operational systems. 

Public 

D1.2-5 Discussions and findings on Fault Tolerance 

This document contains a discussion and identification of the software 
mechanisms and dependability services, that are necessary to obtain fail-
silent as well as fail-operational systems and that need to be specified as 
dependability services of the EASIS Software Platform. The document 
contains also a more detailed description of the discussed mechanisms. 

Public 
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D1.2-6 Functional interchange format 

This document describes the Functional Interchange Format (FIF) which 
provides a common way to describe properties, such as resource usage 
and timing requirements, of software components. Knowledge about these 
properties is necessary in order to enable correct system design since it 
provides the system designer with information on how the components will 
work together. 

Confidential 

D1.2-7 Hardware interface 

This document contains an overall description of the hardware-software 
partitioning problem. The abstraction layer closest to the ECU hardware in 
the EASIS Software Platform is then discussed, with special regard to safety 
related functionalities. An API is proposed to handle concepts like hardware 
redundancy and fault-tolerant communication issues. 

Public 

D1.2-8 Fault management framework 

This document specifies the interfaces and the inner structure of the fault 
management framework (FMF). The FMF is a software framework which 
provides generic error handling mechanisms including error filtering, error 
combination detection, notification of error event and reconfiguration of 
functions and tasks. The FMF also defines the interoperation of those 
mechanisms and their integration with fault treatment strategies. 

Public 

D1.2-9 Gateway management capabilities 

This document contains descriptions of global network management 
services focusing on inter-domain networking through gateways. These are 
based on existing approaches (e.g. OSEK and AUTOSAR). An extended 
mode of configuration management is proposed for integrated safety 
systems. 

Confidential 

D1.2-10 Data exchange concepts for gateways 

This document explores the state of the art on inter-domain communication, 
identifies gaps towards the requirements of integrated safety systems and 
develops concepts to close the gaps. As a result, the document provides 
concepts on unique addressing schemes, a reliable transport protocol for 
inter-domain communication and mechanisms for data exchange with 
external entities. 

Public 

D1.2-11 Hardware/software partitioning for gateways 

This document examines issues concerning the partitioning of automotive 
gateway functionality into software and hardware, and introduces a novel 
system and project related concept view. Also, a new mechanism for 
decision making is proposed for use when the mentioned partitioning issues 
are identified as relevant for a particular project. 

Public 

D1.2-12 Security and firewall concepts for gateways 

This document defines a set of situations which may lead to breach of 
security and describes principles on how to incorporate and implement 
security policies such as firewalls. A specially fitted system security 
architecture is proposed containing functions for access control, link 
monitoring and management, and cryptography. 

Public 

D1.2-13 Description of fault types 

This document provides a description of possible faults, which should be 
detected and tolerated by the EASIS Platform (both hardware and software). 
This includes also faults, which have to be detected or tolerated by an 
application running on the EASIS Platform (application-specific faults) and 
for which the platform only provides appropriate services to support the 
application. 

Public 

Table 0-1. Documents of D1.2 
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Guide to document structure 

This specification contains an overall description of the design solutions of the EASIS Functional 
Interchange Format and the main principles and solutions behind it. This document is divided into 
the following parts: 

·  PART 0 – Preliminaries. 
This is the part you are reading right now. It contains meta information about the document 
and its contents. 

·  PART 1 – Solution Principles. 
This part describes the main principles and philosophies followed while defining the EASIS 
Functional Interchange Format. 

·  PART 2 – Requirements. 
This part describes the requirements covered by the design of the FIF. This part also 
contains assumptions on which constructs that already exist, e.g., via AUTOSAR. 

·  PART 3 – Design. 
This part describes the design of the FIF.  

·  PART 4 – Appendices. 
Additional information and references are found in this part. 
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1 General concepts 

The FIF is part of what is commonly known as the meta-model of a system, i.e., a description of 
how to model (or specify) the system. The responsibility of the FIF is to describe the building 
blocks that can be used and how information in these blocks can be transferred between tools. In 
particular, the FIF provides building blocks for the application software components. These are the 
components that will take advantage of the EASIS architecture and they should therefore comply 
with the EASIS structure. Modeling according to the FIF enables system integration tools to 
support mapping and verification of software components to a higher extent since the same input 
format is used. Moreover, the FIF should not only support specification of a component in isolation 
but also of groups of components performing a function jointly. 

In the following it should be acknowledged that the information supported by the FIF can be seen 
from two different perspectives: bottom-up or top-down. In the first case, off-the-shelf (or reused) 
components have certain properties that they offer the system. These properties do not depend on 
the deployment of the components. In the second case, requirements are imposed on the 
components based on their system context. That is, different instances of one component may 
have different properties. The FIF should support both these views, 

The FIF is defined using UML and the tool Enterprise Architect (EA) [1]. The final XML Schema 
that actually constitutes the FIF is then automatically generated by the tool from the UML model. 
Since this generation is a one-to-one mapping from a graphical view to a textual view, and the 
former view often is the easiest to understand, we will stay with the UML model in our description 
of the FIF.  

1.1 Scope limitations 

Describing a complete meta-model and data exchange format for system development is a too 
challenging task for WT1.1.1 of the EASIS project. Instead, the work is limited to extending 
existing methods proposed by AUTOSAR. Thus, the content of this document is to be viewed in an 
AUTOSAR context.  

It is also worth highlighting that the purpose of the FIF is to make sure that component properties 
are specified such that they are available for an analysis framework. However, it is not the 
responsibility of the FIF to perform the analysis or suggest how it is to be done. 
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2 Dependability concepts 

In addition to the mere functional aspects of components, the FIF should allow dependability 
related properties (and requirements) to be specified. The following concepts are considered: 

·  Timing A correct timing behavior is essential for many embedded systems and ISS in 
particular. In order to enable verification of the timing behavior, the timing properties must 
be visible in the modeling. Thus, the FIF will allow timing properties and timing constraints 
to be specified, both for a single component but also for chains of components. 

·  Safety Due to their safety-critical nature, ISS-functions often require components to be 
developed according to certain rules. Requirements on (or information about) a 
component’s safety properties must therefore be available for the system designer. Thus, 
the FIF will contain constructs for specifying this kind of data. 

·  Redundancy An important method to increase the dependability of a system is to 
introduce redundancy in order to tolerate faults. Thus, the FIF supports specification of 
redundant software components and any constraints associated with their execution. 
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3 AUTOSAR concepts 

The functionality of the FIF is also present within AUTOSAR where the main properties of a 
software component are to be specified according to the Software Component Template [3]. This 
meta-model, however, does not cover timing or dependability/safety aspects due to the difficulty of 
specifying such parafunctional properties compared to the functional ones. Instead, particular 
workgroups, called the Timing Team and Safety Team, have been formed aiming to extend the 
Software Component Template. The results from these workgroups have not yet been integrated 
into the official template but we will in EASIS nevertheless consider their results so far. We will 
especially use the meta-model extension suggested by the Timing Team for specifying timing 
requirements (Timing Model [4]). 
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PART 2 ± Requirements 



 EASIS Deliverable D1.2-6 

28.11.2006 Version 1.0 - 6 - 

4 Requirements covered by AUTOSAR 

Table 4-1 shows those ISS-requirements of EASIS that are already covered by AUTOSAR 
Software Component Template [3] or AUTOSAR Timing Model [4]. 

Requirement ID Requirement name AUTOSAR reference 

REQ-1.1.1.005 Scheduling Software Component Template 
(Chapter 5.7), Timing Model (Chapter 
2.3,2.4) 

REQ-1.1.1.007  Needed resource for SW 
components 

Software Component Template 
(Chapter 7) 

REQ-1.1.1.009 Execution time Software Component Template(Chapter 
7.5) 

REQ-1.1.1.010 Timing-requirements of SW-
components 

Software Component Template 
(Chapter 5.7) 

REQ-1.1.1.019 Scheduling Constraints – Mutual 
Exclusion 

Software Component Template 
(Chapter 5.10) 

REQ-1.1.1.020 Scheduling Constraints – 
Precedence 

Software Component Template 
(Chapter 5.8), Timing Model (Chapter 
2.3, 2.4) 

REQ-1.1.1.030 Correlation Timing Model (Chapter 2.5) 

Table 4-1. FIF requirements covered by AUTOSAR 
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5 Requirements covered by EASIS 

Table 5-1 lists those ISS-requirements that have been considered in the design of the FIF.  

Requirement ID Requirement name Section and label to where requirement 
is satisfied 

REQ-1.1.1.015 Redundancy 6.4 FIF01 

REQ-1.1.1.016 Safety Integrity Level 6.3 FIF02 

REQ-1.1.1.017 Fault-Tolerance Requirements 6.3 FIF03 

REQ-1.1.1.018 Deployment Constraints 6.2 FIF04 

Table 5-1. ISS-requirements covered by the FIF 
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PART 3 ± Design 
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6 UML model 

Figure 6-1 shows the meta-model of the FIF. 

cd FIF

ComponentType

Vehic leFunction

CompositionType

ComponentPrototype DependabilityHistory

+ mtbf:  double
+ hInOperation:  int

ComponentSafetyProperties

+ permeabili ty:  double
+ sil :  int
+ failureSeverityType:  int

AUTOSAR

AUTOSAR

TimingChainConstraintOrGuarantee

+ constraintOrGuarantee:  int
+ severity:  int

extended 
AUTOSAR

SafetyConstraintOrGuarantee

- constraintOrGuarantee:  int

ToleratedFaults

+ faultType:  char

FunctionSafetyProperties

+ sil :  int
+ failureSeverityType:  int

TimingChain

extended 
AUTOSAR

AUTOSAR

0..*

0..*

0..*0..*

1

0..*

0..*

1..*

0..*

 

Figure 6-1. FIF meta-model 

The classes marked with AUTOSAR correspond to classes in the AUTOSAR Software Component 
Template, System Template or Timing Model. These classes are shown in the diagram to illustrate 
how the FIF relates to the meta-model of AUTOSAR. Classes marked with extended AUTOSAR 
indicate that it is an AUTOSAR class that has been slightly modified to accommodate the 
functionality of the FIF. The explanations for the different classes will follow. 

6.1 The vehicle function concept 

The idea of using software components is to reduce the complexity involved in system design and 
engineering. A component based approach also offers encapsulation, reusability and scalability. 
These components can then be combined to perform various vehicle functions. To be able to 
specify requirements on entire vehicle functions, a hierarchical component structure must be used. 
Therefore, the concept of functions is proposed. This is similar to the concept called composition 
provided by AUTOSAR, although a composition is simply a grouping of components. The function 
concept extends the composition concept by enabling requirements on the interaction of 
components to be stated. The following properties hold for the vehicle function concept. 

·  A function is only a specification concept and does not have a physical counterpart. In 
the actual implementation of the system, a vehicle function will correspond to a number 
of software components. 

·  A vehicle function can consist of other vehicle functions as well as software 
components or compositions to further facilitate the modelling. 
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·  A component instance can participate in several vehicle functions. 

·  A function can consist of several instances of a single component type in order to 
model a function. E.g., a brake function may consist of four instances of a wheel 
component.  

·  Several instances of a component type can also be used to realize a fault tolerant 
version of a component. E.g., to compute the brake force, three calculation 
components are used in parallel to provide a part of a fault-tolerant brake function. 

·  A function can serve as a way to map parafunctional requirements to the individual 
components. E.g., individual timing constraints and SIL-levels. 

·  It becomes possible to specify requirements and constraints on the interaction of the 
participating components. E.g., execution order, distance, correlation/jitter, component 
separation and component clustering.  

6.2 Timing requirements 

In the AUTOSAR Timing Model the concept TimingChain is introduced to allow specification of 
chains of interacting components. The TimingChain enables specification of: 

·  End-to-end deadlines. This is the case when the timing requirement is imposed on a 
vehicle function that is implemented by several interacting components. The end-to-end 
deadline may be broken down into individual component deadlines using deadline 
distribution. In AUTOSAR the TimingChain belongs to a component or a composition since 
there is no vehicle function concept but in the FIF we associate the chains to the 
VehicleFunction construct. Associated with the TimingChain is also the construct 
TimingConstraintOrGuarantee which specifies if the end-to-end deadline is to be 
interpreted as a requirement for development or if it is a property provided/guaranteed by 
the implementation. In the FIF we have extended the AUTOSAR construct with the 
parameter sever i t y. This parameter specifies if the deadline should be regarded as soft, 
firm or hard which is important to know when analysing the effect of potential deadline 
misses. [FIF04] In addition to the deadline it is also possible to specify the earliest allowed 
finish time in order to minimize jitter. 

·  Synchronization. This occurs when several components or functions should produce a 
result at the same time. This also includes the case that they should start their computation 
at the same time, e.g., in response to an event. Apart from being used for the vehicle 
functions, the synchronization may also be particularly useful for replicated components. 
This is because the values typically should be computed and delivered at roughly the same 
time to make a comparison meaningful. In AUTOSAR this kind of synchronization is 
covered by the Fork and Join constructs.  

6.3 Safety requirements 

Requirements on safety on the system level usually boils down to requirements on dependability, 
and in the end fault tolerance, at the component level. Therefore, the FIF supports the following 
safety related constructs: 

·  ComponentSafetyProperties. [FIF02] This construct specifies attributes related to the 
safety classification of a component. The per meabi l i t y parameter indicates the 
probability that an error occurring within the component is propagated out of the 
component, thus affecting other components. The f ai l ur eSever i t yType parameter 
specifies if the component is fail-silent, fail-safe or fail-operational. Finally, the si l  
parameter specifies the Safety Integrity Level of the component.  
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·  ToleratedFaults. [FIF03] For each component a list of the faults that it is designed to 
handle, is specified. Possible fault types are listed in [5]. The interpretation is that the 
component will guarantee its specified failure mode for any of the listed faults. 

As for timing requirements, these properties can be regarded either as requirements or 
guarantees. Thus, there is an additional construct SafetyConstraintOrGuarantee which determine 
the interpretation of the data. Since SILs and failure modes more often are applied to vehicle 
functions than components, these parameters can be specified for entire functions as well but only 
in the meaning of requirements. That is, the SIL and failure mode of a function in practice dictates 
how the function should be developed and implemented, e.g., using formal methods or redundant 
components. 

For existing components there may be information available regarding the experienced 
dependability of the component. Such information should be specified using the 
DependabilityHistory construct which contains the parameters mt bf  (mean-time-between-failures) 
and hI nOper at i on (hours in operation). These parameters should preferably not be given exact 
values but be based on a component classification. 

6.4 Redundancy 

Redundant components are often used to implement fault tolerance. However, the fact that two 
component instances are replicas typically imposes specific constraints on their deployment. 
Figure 6-2 shows the FIF constructs related to component replication. [FIF01] 

cd Replication

TemporalReplication

+ distance:  int

ComponentPrototype

AUTOSAR

Voter

SpatialReplication

ComponentSeparation

extended 
AUTOSAR

ComponentCluster

AUTOSAR EASIS service

2..*

2..*

 

Figure 6-2. Redundancy constructs 

As can be seen in the diagram, there are two replication constraints called TemporalReplication 
and SpatialReplication that are derived from the AUTOSAR constructs ComponentCluster and 
ComponentSeparation respectively. (These constructs can be found in the AUTOSAR System 
Template [6].)  ComponentClustering states that the participating components should all run in the 
same ECU. This is a basic requirement for redundant components that should be separated in 
time. [FIF04] However, for the TemporalReplication construct we also need to specify a minimum 
di st ance between the component invocations. This is because the reason for the temporal 
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replication is to handle transient faults and we want a presumable fault to have a chance to 
disappear between the component activations. ComponentSeparation states that two components 
must run in different ECUs. For the spatial replication we need to extend this construct such that it 
is possible to handle more than two components. Spatial replication is capable of tolerating 
permanent faults. The computed values for both cases of replication should be compared using a 
voter mechanism. This could typically be the voter service provided by the EASIS platform. 

Since the replication decision is heavily application dependant, it requires the designer to manually 
create the necessary component instances in the model. Therefore, the replication constructs 
relate to component instances (ComponentPrototype) rather than components (ComponentType).   

 



 EASIS Deliverable D1.2-6 

28.11.2006 Version 1.0 - 14 - 

7 Summary of terms 

Correlation The difference between the finish times of different components. 

Deadline The latest allowed finish time of a component (counted from its release time). 
Deadlines can be classified as soft, firm or hard. If a hard deadline is missed critical 
system functionality fails. If a soft deadline is missed the system 
performance/quality is degraded. If a firm deadline is missed the functionality 
cannot be provided but it is not regarded as critical.  

Distance The difference between the finish time and start time of two components executing 
in sequence. 

Jitter The time variation between the finish times of different activations of a component 
compared to an ideal periodic behavior.  

Period  The (minimum) interval between consecutive activations of the component. 

Release time The point in time when the component is ready for execution. May be periodically 
updated. 

SIL Safety Integrity Level. A standard classification from 1 to 5 based on the probability 
of a dangerous failure to occur. 
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PART 4 ± Appendices 
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