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Executive summary 

In this deliverable, we have examined the problem space regarding automotive gateway 
partitioning from several perspectives. Especially main technical hurdles related to hardware and 
software partitioning have been summarized in a new kind of selected combination. Based on this, 
a new system and project related concept view will be introduced combining further new thoughts 
and influencing classical engineering topics. Finally a new kind of decision maker mechanism will 
be proposed which gives an abstract overview if issues related to automotive gateways partitioning 
have been identified as being relevant and therefore have been taken into account with 
considerable priority and density. 
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Abbreviations and acronyms 

Channel Grouped bundle of bytes used for a logical transmission task 

ECU Electronic Control Unit 

Frame Physical Data Container/Unit used in networks 

Initiator Active sender of data information to logical target 

IP Internet Protocol 

Issue, Topic Expressions for main sense of chapter contents 

Logical Data/Bits Data/Bit represented logical to software by a digit e.g. ª0º or ª1º 

Node Device connected to a network 

OSI Open Systems Interconnection Reference Model 

Physical Data Data represented by its physical data representation e.g. ª1º, ª0º 

Physical Level Data represented by a physical voltage level e.g. +3.3V, +5V, 0V 

Quadlet four consecutive bytes, 4x 8bits 

SW Software 

Target Logical destination of data information sent form initiator 

TBD To Be Defined 

TCP Transmission Control Protocol 

Word Two bytes 
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Guide to Deliverable D1.2 

The Deliverable D1.2 of the EASIS project is divided into a number of documents (as shown in 
Figure 0–1 below), some of which may not be public, due to the fact that these may contain 
information from other on-going projects which at the time of the completion of Deliverable D1.2 
are not made public. 

 

Figure 0–1. Structure of Deliverable D1.2 

 

Here is a description of the various documents of Deliverable D1.2. Note that D1.2-4 has been 
removed; the contents have been merged with those of D1.2-2. The document you are reading 
right now is shaded grey: 

Document 
number 

Document name/description Public/ 
Confidential 

D1.2-0 Overall Description of the EASIS Software Platform 

This document contains an overall and brief description of all results and 
findings from the design of the EASIS software platform. The main principles 
and philosophies behind results described in the various sub-documents are 
described here. The details are found in the various sub-documents. 

Public 

D1.2-1 Software topology 

This document gives an overview of the EASIS layered software topology 
with the focus on the interface description of EASIS basic software services, 
interfaces of EASIS dependability software services, interfaces of EASIS 
gateway services and interfaces between them. 

Public 

D1.2-2 Basic services 

This document maps the EASIS requirements on basic software services to 
service groups and gives a software specification for each service group. 
Main effort is spent to maintain traceability to AUTOSAR and to specify add-
ons to AUTOSAR where it is essential for Integrated Safety Systems. 

Public 

D1.2-3 Fault Tolerance services 

This document contains the specification of software mechanisms and 
dependability services of the EASIS Software Platform that are necessary to 
obtain fail-silent as well as fail-operational systems. 

Public 

D1.2-5 Discussions and findings on Fault Tolerance 

This document contains a discussion and identification of the software 
mechanisms and dependability services, that are necessary to obtain fail-
silent as well as fail-operational systems and that need to be specified as 
dependability services of the EASIS Software Platform. The document 
contains also a more detailed description of the discussed mechanisms. 

Public 
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D1.2-6 Functional interchange format 

This document describes the Functional Interchange Format (FIF) which 
provides a common way to describe properties, such as resource usage 
and timing requirements, of software components. Knowledge about these 
properties is necessary in order to enable correct system design since it 
provides the system designer with information on how the components will 
work together. 

Confidential 

D1.2-7 Hardware interface 

This document contains an overall description of the hardware-software 
partitioning problem. The abstraction layer closest to the ECU hardware in 
the EASIS Software Platform is then discussed, with special regard to safety 
related functionalities. An API is proposed to handle concepts like hardware 
redundancy and fault-tolerant communication issues. 

Public 

D1.2-8 Fault management framework 

This document specifies the interfaces and the inner structure of the fault 
management framework (FMF). The FMF is a software framework which 
provides generic error handling mechanisms including error filtering, error 
combination detection, notification of error event and reconfiguration of 
functions and tasks. The FMF also defines the interoperation of those 
mechanisms and their integration with fault treatment strategies. 

Public 

D1.2-9 Gateway management capabilities 

This document contains descriptions of global network management 
services focusing on inter-domain networking through gateways. These are 
based on existing approaches (e.g. OSEK and AUTOSAR). An extended 
mode of configuration management is proposed for integrated safety 
systems. 

Confidential 

D1.2-10 Data exchange concepts for gateways 

This document explores the state of the art on inter-domain communication, 
identifies gaps towards the requirements of integrated safety systems and 
develops concepts to close the gaps. As a result, the document provides 
concepts on unique addressing schemes, a reliable transport protocol for 
inter-domain communication and mechanisms for data exchange with 
external entities. 

Public 

D1.2-11 Hardware/software partitioning for gateways 

This document examines issues concerning the partitioning of automotive 
gateway functionality into software and hardware, and introduces a novel 
system and project related concept view. Also, a new mechanism for 
decision making is proposed for use when the mentioned partitioning issues 
are identified as relevant for a particular project. 

Public 

D1.2-12 Security and firewall concepts for gateways 

This document defines a set of situations which may lead to breach of 
security and describes principles on how to incorporate and implement 
security policies such as firewalls. A specially fitted system security 
architecture is proposed containing functions for access control, link 
monitoring and management, and cryptography. 

Public 

D1.2-13 Description of fault types 

This document provides a description of possible faults, which should be 
detected and tolerated by the EASIS Platform (both hardware and software). 
This includes also faults, which have to be detected or tolerated by an 
application running on the EASIS Platform (application-specific faults) and 
for which the platform only provides appropriate services to support the 
application. 

Public 

Table 0-1. Documents of D1.2 



 EASIS Deliverable D1.2-11  

28.11.2006 Version 1.0 - vii - 

Table of contents 

Authors ............................................................................................... i 

Revision chart and history log ............................................................ ii 

Executive summary........................................................................... iii 

Abbreviations and acronyms............................................................. iv 

Guide to Deliverable D1.2 ..................................................................v 

Table of contents ............................................................................. vii 

1 Generals on Software/Hardware Partitioning for Gateways.........1 

1.1 General aspects for Hardware/Software Partitioning and Design 
Decisions................................................................................1 

1.2 Preface to Software/Hardware Partitioning .............................1 

1.3 Introduction.............................................................................2 

1.4 Focus on implementation view................................................2 

2 A Guide for Hardware/Software Partitioning................................3 

2.1 Decision Making on Hardware/Software .................................3 

2.2 Different Areas for Safety Requirements for Gateways ..........3 

2.2.1 Power Supply Management...........................................4 

2.2.2 CPU Checking...............................................................4 

2.2.3 Memory Management....................................................4 

2.2.4 Data Routing .................................................................4 

2.2.4.1 Principles of Data Routing ..............................4 

2.2.4.2 Partitions that could be done in Hardware ......5 

2.2.4.3 Partitions that could be done in Software........6 

2.2.4.4 Partitions that could be done in Software or in 
Hardware.......................................................................6 

2.2.4.5 Decision Making (reflecting on chapter 1.1) ....6 

2.2.5 Security .........................................................................8 

2.2.5.1 Introduction.....................................................8 

2.2.5.2 Typical Security Unit .......................................8 

2.2.5.3 Internal Save Memory.....................................8 

2.2.5.4 Key Generation...............................................9 

2.2.5.5 Random Generator .........................................9 

2.2.5.6 Asymmetric En/Decryption..............................9 

2.2.5.7 Symmetric En/Decryption .............................10 

2.2.5.8 Hash Function...............................................11 

2.2.5.9 En/ Decryption for external CPU and Memory12 

2.2.6 Priority Handling ..........................................................12 

2.2.6.1 Introduction...................................................12 



 EASIS Deliverable D1.2-11 

28.11.2006 Version 1.0 - viii - 

2.2.6.2 Priority Inversion ...........................................12 

2.2.6.3 The Deadlock ...............................................15 

2.2.6.4 Decision Making for Priority/Deadlock (reflecting 
on chapter 1.1) ............................................................18 

2.2.7 Error Reporting............................................................19 

2.2.8 Flash Update Considerations ......................................19 

2.2.8.1 Introduction...................................................19 

2.2.8.2 A secured development chain.......................19 

2.2.9 Data Content Protection on Update/Transfer...............20 

2.2.9.1 Plain Binary Files ..........................................20 

2.2.9.2 Srecord and Checksum ................................20 

2.2.10 Hex-Format ......................................................21 

2.2.11 Other Transfer Formats ...................................21 

2.2.12 Minimum Content Protection Requirement.......21 

2.2.13 Summary for Checklist .....................................22 

2.2.14 Fallback Solutions during Update.....................22 

2.2.15 Software Version Control .................................22 

2.2.16 CRC over all Update Contents .........................22 

2.2.17 Specific FLASH Memory Device Property ........22 

2.2.18 General Update Issue Checklist Items .............23 

2.3 Hardware Software Partitioning Summary ............................23 

References ......................................................................................25 

 

 

 

 

 



 EASIS Deliverable D1.2-11  

28.11.2006 Version 1.0 - 1 - 

1 Generals on Software/Hardware Partitioning for Gateways 

 

1.1 General aspects for Hardware/Software Partitioning and Design Decisions 

Before starting a new project, it always comes to the same problem: which kind of function will be 
realized in hardware und which in software? Unfortunately, there is no golden way for that. Only 
one requirement can only be fulfilled by hardware, and it is the pass-through time. There is no way 
for a software-based system to get a pass-through time near to the clock time. Nearly all other 
requirements can be solved by hardware or by software. Therefore the decision for a more 
hardware- or a more software-based system is rather economical. 

The idea of this document is to find out the general criteria for decisions and afterwards to reflect 
all functional components of the gateway to these points. 

The criteria are ordered from the most significant to the less significant.  

1. Pass-through time. High speed requirements very often need a hardware implementation. 

2. Overall costs for the hardware and the software solution. 

3. Changeability during lifetime is easy to be solved in a software-based system. This is 
nearly impossible in a hardware implementation (except in FPGA hardware 
implementation). 

4. Know how protection. It is more difficult to do reverse engineering of a hardware solution 
than of a software solution (i.e. IEEE1394 video and audio encryption). 

5. Developing time. Algorithms are often easier and faster to implement in software than in 
hardware. 

6. Verified solutions. If a problem is already solved in hardware or in software, it is often 
beneficial to reuse it. However, even if a new solution would be more efficient, it is 
sometimes difficult to replace it, since the old solution is established. 

7. Background and competences of the developing team. In real life the project members 
have an influence on which selections are chosen for hardware/software partitioning. 

In real life it is a noble solution to implement the algorithms in software and in hardware. 
Afterwards one is able to make an economical decision. For the hardware solution, it is possible to 
use the silicon area and compare it to the MIPS (Million Instructions Per Second) which are 
needed by the software implementation.  

Very often it is not possible to decide for software or hardware. In gateway matters for example, it 
is a typical and good solution to keep the payload of a ªdata unitº in hardware and forward the 
header to the CPU for a software calculation. These tasks are solved by software/hardware 
cooperation. 

1.2 Preface to Software/Hardware Partitioning 

This document contains basic ideas, considerations and guidelines on decision making for 
software hardware partitioning in gateways. 

In general, it is intended to obtain basic definitions on hardware and software views. Both 
expressions can be seen on an implemented view and an external development view. Therefore 
we will come to a decision which real existing units inside a gateway are seen as being a hardware 
unit and which one are supposed to be realized in which way - by software or hardware. 
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Considerations in this document will mainly be limited to OSI layers 1…4 due to the given topic 
portioning between software and hardware. If a topic is related to e.g. application layer (OSI-7) it 
will be mentioned but ignored. 

Finally we will summarize all considerations to build a kind of user guidance on hardware/software 
partitioning. 

1.3 Introduction 

Due to the overwhelming numbers on different safety gateway solutions already existing in the 
market - even for historical reasons, there is an existing area of conflict between different safety 
topics related to safety gateways based on hardware and/or software realization. The graphics in 
Figure 1-1 below may illustrate this to some basic and abstract degree: 

 

Figure 1-1. Abstract of Gateway Issues 

As seen above, there are many different topics which influence the safety gateway product.  

1.4 Focus on implementation view 

An automotive system application can be seen from a developer's point of view and from a final 
system implementation attitude. To explain this topic and its relevance a little bit more, a small 
example will be used for elucidation. 

FPGA is a piece of hardware which provides a fixed functionality for the safety gateway under 
normal working conditions inside the car. It can be changed in an e.g. maintenance shop, but 
changing its functionality is not the overall intended use-case during safety gateway usage in a 
car. 

Therefore, with focus on a practical use-case approach, for all automotive applications the 
implementation view on the safety gateway target becomes relevant per definition.  In our example 
the FPGA or ASIC is seen as to be a piece of hardware. 

As mentioned before, functionality can be realized in software or hardware. For most use-cases 
the partitioning in software and/or hardware can be done without a serious doubt. In many use-
cases it can be assigned to both. E.g. interrupt handling can be realized by hardware vector 
addressing inside an ECU or by an interrupt handler/dispatcher software in case of a single 
hardware interrupt (line). Therefore, no strict criteria are available to make a 100% software or 
hardware decision for every use case all the time. 
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2 A Guide for Hardware/Software Partitioning 

This part of the document will provide a guide to make decisions on selecting appropriate 
hardware and software to realize a safety related gateway solution. Every main chapter will be 
finished by a so called "General … Checklist Item" which summarizes topics discussed before and 
gives a guide to the user.  

The main task is to minimize the "Grey Zone" for the system designer and/or implementer/user. 

2.1 Decision Making on Hardware/Software 

For safety related gateways the following abstract topics and their assignments have been under 
consideration and the (usually) preferred hardware or software decision is shown: 

·  Speed needed    HW 

·  Physical Redundancy    HW 

·  Physical manipulation    HW 

·  Logical manipulation    SW or HW 

·  Flexibility + Complexity needed SW 

·  Cross checking needed  SW (!) 

·  Reliability     HW (!) 

 

Cost can not be determined on this abstract functional level.  

2.2 Different Areas for Safety Requirements for Gateways 

Different car applications being relevant for safety and safety gateways had been evaluated for 
existing cars. The topmost groups of topics related to software hardware partitioning topics for 
safety related gateways have been identified in EASIS and are now mentioned below in unsorted 
orders as to be: 

·  Sensor Signal Conditioning 

·  Power Supply management 

·  CPU Checking 

·  Memory Management 

·  Data transforming between domains 

·  Data routing between domains 

·  Priority handling 

·  Resource locking 

·  Data protection & Security 

·  Error reporting 

·  Non volatile Memory update considerations (e.g. FLASH) 
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2.2.1 Power Supply Management 

Power Supply Management is a hardware topic per definition and will be covered by WT2.1.3 and 
WT2.2.2 and therefore is not a topic for Hardware/Software partitioning itself so far 

2.2.2 CPU Checking 

CPU Checking can either be realized by the silicon vendor on a silicon tester prior silicon assembly 
on the safety gateway hardware unit or on every power-on/reset cycle by internal software 
solutions.  

The main problem so far is the fact that a faulty processing core becomes more or less doubtful on 
its processing results - in other words - a piece of waste. This fact immediately starts requests for 
a redundant core, a supervising unit, a functionality takeover procedure to a second functional unit 
or a simple "NO-GO" signal to the car driver in case of being extremely safety relevant.  

CPU checking is covered by the activities in EASIS on fault-tolerance (documented in [5], [6] and 
[7]) and therefore is not a topic for Hardware/Software partitioning itself in this document. 

2.2.3 Memory Management 

Memory Management is a hardware topic handled by so called Memory Management Unit(s). 
Even if memory management may require some basic initialization software or some handling 
during e.g. page-faults it is to be defined as hardware - usually inside an ECU or ECU-core. 

2.2.4 Data Routing 

 

2.2.4.1 Principles of Data Routing 

Data routing is the process for a gateway of receiving data (Data Units) from one net (source net) 
and sending it to a second net or domain (destination net).  

 

 

Figure 2-1. Simple Data Router 

Net 2 

Net 3 

Net 1 

Device 2 

 

Device 1 

Gateway with 
Data Router 
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A simple data router receives for example data from net one and sends it to a second net. The 
address of Device 1 is, in this example, the source address and the address of Device 2 the 
destination address.   

Data routing could be disassembled into four steps: 

o Data Storing 

o Destination address reading  

o Path finding 

o Forwarding 

2.2.4.1.1 Data Storing 

When the gateway receives data, it has two options a) it sends the data simultaneously to another 
net or b) it stores the data and sends it after calculation and/or a representation-transformation. 
Usually higher level data router has to store the data first.  

2.2.4.1.2 Destination address reading 

The destination address is a part of the data. The gateway has to know the position, the length 
and the interpretation of the destination address. Depending on the level (called Layer in the OSI 
Model) of the data routing, the important address will be located on different data positions (e.g. at 
TCP/IP over Ethernet:  ªLevel oneº Data Routers/Switches will use the Ethernet address (MAC) for 
routing, compared to ªLevel twoº Data Routers, which will use the IP address).  

Reference: http://en.wikipedia.org/wiki/Router; http://en.wikipedia.org/wiki/Network_switch; 
http://en.wikipedia.org/wiki/OSI_model.  

Depending on the level (Layer) of the gateway, the data router needs more protocol-intelligence 
for higher level data routing. For example, Ethernet switches send data unchanged in its source 
representation from one port to the other and TCP/IP routers (or gateways) will execute some 
Network Address Translation (NAT) mechanisms. 

Reference: http://en.wikipedia.org/wiki/Network_address_translation  

2.2.4.1.3 Path finding 

There are two common ways for the path finding  

a)  Table-based way, the gateway has a lookup table for every address. 

b) Address-range based, the gateway only has lookup tables for every address-range. 

2.2.4.1.4 Forwarding 

After the path was found, the gateway builds a network packet and sends the data into the 
destination network. 

2.2.4.2 Partitions that could be done in Hardware  

Data storing, destination address reading and forwarding could be done in hardware. It would be 
possible to execute destination path finding in hardware, but depending on the layer of the 
gateway, a lot of protocol calculation is indispensable and it is more efficient to do it in software. 
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2.2.4.3 Partitions that could be done in Software 

Data storing, destination address reading and forwarding could also be done in software.  

2.2.4.4 Partitions that could be done in Software or in Hardware 

All of the parts could be done in software or in hardware. 

2.2.4.5 Decision Making (reflecting on chapter 1.1) 

To classify the partitions, the general aspects are weighed according to the importance of the 
topic. The range to be selected is 1 to 6. 1 means uninteresting and 6 means very important topic 
for making a decision to choose a hardware solution or a software solution. 

2.2.4.5.1 Data storing 

Considering the general aspects of hardware/software partitioning for data storing for a gateway, 
the decision table looks as follows: 

Hardware Software
Importance Importance

Pass-through time 5 1 5 0 0
Overall costs 1 1 1 1 1
Changeability during 
lifetime

1 0 0 1 1

IP protection 1 1 1 0 0
Developing time 1 0 0 1 1
Verified solutions 3 0 0 0 0
Background and 
competences of the 
developing team

3 0 0 0 0

sum 7 3

Importance Hardware 
solution

Software 
solution

 

Table 2-1. Data Storage Decision Table 

 

The final result is: Data storing should be done in hardware. 

 

Note: For this table (and the ones seen below) the values 0...5 are used as a classification 
scheme. This is a proposal and can be changed on demand according to suitable requirements.  

2.2.4.5.2 Destination Address Reading 

Considering the general aspects of hardware/software partitioning for destination address reading 
for a gateway, the decision table looks as follows: 
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Hardware Software
Importance Importance

Pass-through time 3 1 3 0 0
Overall costs 1 1 1 1 1
Changeability during 
lifetime

1 0 0 1 1

IP protection 1 1 1 0 0
Developing time 1 0 0 1 1
Verified solutions 3 0 0 0 0
Background and 
competences of the 
developing team

3 0 0 0 0

sum 5 3

Importance Hardware 
solution

Software 
solution

 

Table 2-2. Destination Address Reading Decision Table 

 

The final result is: Destination address reading should be done in hardware. 

2.2.4.5.3 Path Finding 

Considering the general aspects of hardware/software partitioning for path finding for a gateway, 
the decision table looks as follows: 

Hardware Software
Importance Importance

Pass-through time 4 1 4 0 0
Overall costs 1 0 0 1 1
Changeability during 
lifetime

5 0 0 1 5

IP protection 1 0 0 0 0
Developing time 1 0 0 1 1
Verified solutions 3 0 0 1 3
Background and 
competences of the 
developing team

3 0 0 0 0

sum 4 10

Importance Hardware 
solution

Software 
solution

 

Table 2-3. Path Finding Decision Table 

 

The final result is: Path finding should be done in software. 

2.2.4.5.4 Forwarding 

Considering the general aspects of hardware/software partitioning for forwarding for a gateway, 
the decision table looks as follows: 
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Hardware Software
Importance Importance

Pass-through time 5 1 5 0 0
Overall costs 1 1 1 1 1
Changeability during 
lifetime

1 0 0 1 1

IP protection 1 1 1 0 0
Developing time 1 0 0 1 1
Verified solutions 3 0 0 0 0
Background and 
competences of the 
developing team

3 0 0 0 0

sum 7 3

Importance Hardware 
solution

Software 
solution

 

Table 2-4. Forwarding Decision Table 

 

The final result is: Forwarding should be done in hardware. 

2.2.5 Security 

 

2.2.5.1 Introduction 

The idea of this document is not to develop a security unit. We would rather like to show how to 
implement a given security unit into software and hardware. The unit we analyze is close to the 
TCG. 

Reference: http://en.wikipedia.org/wiki/Trusted_Computing_Group; 

2.2.5.2 Typical Security Unit 

  

Figure 2-2.Typical security components for a security implementation 

2.2.5.3 Internal Save Memory 

The internal Memory of a system is hardware by definition. Access and access-rights are a task 
for a Memory Management Unit (MMU) which is realized in hardware. 

Save 
Memory 

Random 
Generator 

Key 
Generator 

Asymmetric 
En/Decryption 

Symmetric 
En/Decryption 

Hash 
Function 

En/Decryption 
for external 

CPU 

En/Decryption 
for external 

Memory 



 EASIS Deliverable D1.2-11  

28.11.2006 Version 1.0 - 9 - 

2.2.5.4 Key Generation 

1. Key Generation for asymmetric en- and decryption needs a lot of tricky mathematics like 
diophantic equations. There is no timing requirement so it can be done in software. 

Hardware Software
Importance Importance

Pass-through time 1 1 1 1 1
Overall costs 1 1 1 1 1
Changeability during 
lifetime

3 0 0 1 3

IP protection 1 1 1 0 0
Developing time 1 0 0 1 1
Verified solutions 2 0 0 1 2
Background and 
competences of the 
developing team

3 0 0 1 3

sum 3 11

Importance Hardware 
solution

Software 
solution

 

Table 2-5. Asymmetric Key Generation Decision Table 

 

2. Keys for symmetric en- and decryption are made by the random generator 

2.2.5.5 Random Generator 

Simple XOR in usual pseudo number generator implementations, which means not a lot of 
calculations, could be done in software or in hardware. There is no need for partitioning. 

2.2.5.6 Asymmetric En/Decryption 

There are three common asymmetric en- and decryption algorithms: 

1. RSA developed in 1977 by Ron Rivest, Adi Shamir and Leonard Adleman. 

The algorithm uses prime numbers and is secure because it is not easy to factorize big numbers. 

It is not really simple to de- and encrypt (a division is not simple in hardware) with RSA keys. 

Hardware Software
Importance Importance

Pass-through time 3 1 3 1 3
Overall costs 1 1 1 1 1
Changeability during 
lifetime

3 1 3 1 3

IP protection 2 1 2 0 0
Developing time 1 0 0 1 1
Verified solutions 2 0 0 1 2
Background and 
competences of the 
developing team

3 0 0 1 3

sum 9 13

Importance Hardware 
solution

Software 
solution

 
Table 2-6. RSA Decision Table 
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The result is: The RSA en/decryption should be done in software. 

2. Diffie/Hellmann algorithm was developed in 1976. The algorithm is used and built for changing 
keys. The algorithm uses nearly the same mathematics as the RSA and it should be done in 
software. 

3. ElGamal algorithm was developed in 1985. The algorithm is used for changing keys. The 
algorithm uses nearly the same mathematics as  the RSA and it should be done in software. 

2.2.5.7 Symmetric En/Decryption 

There are common symmetric en- and decryption algorithms: 

1. DES and 3DES (Data Encryption Standard) 

DES was developed by IBM and NSA (1976) for hardware implementation. (It is possible to 
do it in software but it is slow). DES is a block crypto algorithm. It is safe against differential 
cryptanalysis. 3DES does DES three times. The DES key is 48 bits long and the 3DES 
(3*48) 144. Physically, the engine is built with XORs, permutation and addition. 

This algorithm is developed for hardware and should be implemented in hardware. 

 

2. IDEA (International Data Encryption Algorithm) 

The algorithm was developed and patented by ASCOM. It is built with XORs, addition, 
modulo function and multiplication. The IDEA algorithm is in PGP.  There are well known 
software (PGP) and hardware (VLSI-Chip) implementations.  

 

Hardware Software
Importance Importance

Pass-through time 5 1 5 0 0
Overall costs 1 1 1 1 1
Changeability during 
lifetime

1 0 0 1 1

IP protection 4 1 4 0 0
Developing time 1 0 0 1 1
Verified solutions 3 1 3 1 3
Background and 
competences of the 
developing team

3 0 0 0 0

sum 13 6

Importance Hardware 
solution

Software 
solution

 
Table 2-7. IDEA Decision Table 

 

The result is: The IDEA en/decryption should be done in hardware. 

 

3. CAST (Carlisle Adams and Stafford Tavares) 

The CAST algorithm is functionally close to the DES algorithm. It should be implemented in 
hardware as well. 

4. AES (Advanced Encryption Standard also known as Rijndael) 

AES was developed by Joan Daemen and Vincent Rijmen. One goal of the algorithm was that the 
implementation is fast in software and in hardware.  
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Hardware Software
Importance Importance

Pass-through time 5 1 5 1 5
Overall costs 1 1 1 1 1
Changeability during 
lifetime

1 0 0 1 1

IP protection 4 1 4 0 0
Developing time 1 1 1 1 1
Verified solutions 3 1 3 1 3
Background and 
competences of the 
developing team

3 0 0 0 0

sum 14 11

Importance Hardware 
solution

Software 
solution

 
Table 2-8. AES Decision Table 

 

The result is: The AES en/decryption should be done in hardware (but the software 
implementation is very close). 

2.2.5.8 Hash Function 

1. MD5 (Message-Digest algorithm 5) 

The MD5 Hash calculation algorithm was developed by Ronald Rivest in 1991. 

MD5 is built with XOR, AND, OR and NOT operations. 

Hardware Software
Importance Importance

Pass-through time 5 1 5 0 0
Overall costs 1 1 1 1 1
Changeability during 
lifetime

1 0 0 1 1

IP protection 4 0 0 0 0
Developing time 1 1 1 1 1
Verified solutions 3 1 3 1 3
Background and 
competences of the 
developing team

1 0 0 0 0

sum 10 6

Importance Hardware 
solution

Software 
solution

 
Table 2-9. MD5 Decision Table 

 

The result is: The MD5 Hash calculation should be done in hardware. 

 

2. SHA (Secure Hash Algorithm) 

The SHA algorithm was developed by the National Security Agency 1993.  

Different deep implementations are known as SHA-0, SHA-1, SHA-224, SHA-256, SHA-384, and 
SHA-512 

All of the SHA algorithms are built with XOR, AND, OR, rotation and addition operations. 
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Hardware Software
Importance Importance

Pass-through time 5 1 5 0 0
Overall costs 1 1 1 1 1
Changeability during 
lifetime

1 0 0 1 1

IP protection 4 0 0 0 0
Developing time 1 1 1 1 1
Verified solutions 3 1 3 1 3
Background and 
competences of the 
developing team

1 0 0 0 0

sum 10 6

Importance Hardware 
solution

Software 
solution

 
Table 2-10. SHA Decision Table 

 

The result is: The SHA Hash calculation should be done in hardware. 

 

2.2.5.9 En/ Decryption for external CPU and Memory 

The en- and decryption for external CPU and memory of a system is hardware by definition. 

2.2.6 Priority Handling 

 

2.2.6.1 Introduction 

Global process uses some different tasks, some tasks more important than others. 

Therefore, some tasks must be executed with higher priority (possibility of pre-emption) than the 
other tasks. 

The scheduling of tasks can be handed by using priorities. These priorities should not be fixed at 
all times, but need to be changeable depending on the circumstances. 

We will discover why priorities should be changed, and how. Then we will discover why processes 
can be blocked by the deadlock principle, and how to resolve that problem.  

2.2.6.2 Priority Inversion 

The priority inversion is the scenario where a low priority software task holds a shared resource 
(e.g. I/O-resource) that is more urgently required by a high priority task. 
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Figure 2-3. Priority Inversion 

 

In that example, the high-priority task (‘Task H’) is blocked by the low-priority task (‘Task L’), then 
the medium-priority task (‘Task M’), not blocked at all, is completely executed until its end, followed 
by Task L, and finally Task H. This result M-L-H is almost the opposite of the originally intended 
execution order H-M-L. 

2.2.6.2.1 Conditions 

A process (H or M) may be blocked (=suspended) and is waiting for a lower-priority process (L) to 
complete some required computation or to release a unique resource. 

 

Figure 2-4. Resource Sharing 

 

This occurs if resources are shared among processes of different priority level and if a lower-
priority process L that uses a resource cannot be pre-empted from using it by a higher-priority 
process. 

However, the blocking of the high-priority process by medium or low-priority processes can be 
avoided in any case. 

2.2.6.2.2 Solutions 

Priority inheritance can be used: If a lower-priority process is blocking a higher-priority process, 
then the lower-priority process runs with higher process’s priority, even if this "upgrading" has not 
been originally intended. This is valid only for the time it is blocking a higher process. 
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Figure 2-5. Priority Inheritance 

 

The standard priority inheritance protocol gives an upper bound on the number of blocks a high-
priority process can encounter. However, this may lead to an unacceptable pessimistic worst case. 

Furthermore, transitive blocking may lead to chains of blocks: process C is blocked by process B 
which is blocked by process A, etc. 

In addition, we want to eliminate a so called deadlock when accessing the resource. 

 

The Priority ceiling protocols properties are the following: 

 - A high-priority process can be blocked during its execution by a lower-priority process 

 - Deadlocks are prevented 

 - Transitive blocking is prevented 

 - Mutual exclusive access to resources is ensured, by the protocol itself 

 

Two forms of ceiling protocol types exist: 

- Original priority ceiling protocol (OPCP) 

·  Each process has a static default priority assigned 

·  Each resource has a static ceiling value defined, this is the maximum priority of the 
processes that may use it 

·  A process has a dynamic priority that is the maximum of its own static priority and 
any it inherits due to it blocking higher-priority processes 

·  A process can only lock a resource if its dynamic priority is higher than the ceiling of 
all currently locked resource (excluding those that is has already locked by the 
process itself). 

The following graphics illustrate this: 
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Figure 2-6. OPCP Inheritance 

 

- Immediate priority ceiling protocol (IPCP) 

·  .Again, each process has a static default priority assigned, perhaps by the deadline 
monotonic scheme 

·  Also, each resource has a static ceiling value defined, this is the maximum priority 
of the processes they may use it 

·  A process has a dynamic priority that is the maximum of its own static priority and 
the ceiling value of any resources it has locked. 

 

Please see graphics below which will illustrate this: 

 

Figure 2-7. IPCP Inheritance 

2.2.6.3 The Deadlock 

Deadlock can be defined formally as follows: 

A set of executing processes is deadlocked, if each process in the complete process-set is 
waiting for an event that only another process in the set can cause. 

2.2.6.3.1 Deadlock Conditions 

A deadlock can occur, if four conditions are present at the same time: 
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1. Mutual exclusion:  
Each resource is either currently assigned to exactly one process or is available. 

2. Non-preemptive resource allocation:  
Resources previously granted cannot be forcibly taken away from a process. They must be 
explicitly released by the process holding them. 

3. Hold and Wait:  
Processes currently holding resources granted earlier can request new resources. 

4. Cyclic Wait:  
There must be a circular chain of two or more processes, each of which is waiting for a 
resource held by the next member of the chain 

Just to repeat, if one of them is absent, no deadlock is possible. 

 

 

 

 

 

 

Figure 2-8. DEADLOCK schematics / Data share 

 

·  P̀rocess_1' holds D̀ata_1' and requests D̀ata_2'. 
·  At the same time, P̀rocess_2' holds D̀ata_2' and requests D̀ata_1'. 
·  Both P̀rocess_1' and P̀rocess_2' are blocked (=deadlock).  
 

This is a typical case if two processes in a gateway try to handle data for routing and recalculation 
issues. 

We consider that the resources, which can generate a deadlock, have the following 
characteristics: 

·  These resources are shared for several processes. 
·  These resources get exclusion access (i.e. can be used by only one process at a time)  
·  Only one instance of each resource. 
·  A process can be running or a process can be blocked waiting for a resource  

2.2.6.3.2 Deadlock Localization 

Two kinds of deadlocks are referenced, the resource and the communication deadlock type. 
Definition of these two kinds of deadlocks are: 

1. Resource Deadlock : 

At resource deadlocks, processes can simultaneously wait for several resources and cannot 
proceed until they have acquired all those resources. A set of processes is resource-deadlocked if 
each process in the set requests resources held by another process in the set and it must receive 
all of its requested resources before it can become unblocked.   

2. Communication Deadlock  

In communication deadlocks, processes wait to communicate with other processes among a set of 
processes. A waiting process can unblock on receiving a communication from one of these 

Process_1 Process_2 
Data_1 

Lock Request 

Lock Request Lock Allocated 

Lock Allocated 

Data_2 
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processes. A set of processes is communication-deadlocked if each process in the set is waiting 
to communicate with another process in the set and no process ever initiates any further 
communication until it receives the communication for which it is waiting. 

Three cases of communication deadlock are possible: 

·  Communication deadlock: A resource is buffer space  

·  Direct Store-and-Forward Deadlock: Two locations are involved in a communication 
deadlock  

·  Indirect Store-and-Forward Deadlock: Multiple locations are involved in a communication 
deadlock  

2.2.6.3.3 Deadlock handling 

In general, four strategies are used for dealing with deadlocks. 

1. Just Ignore the problem altogether (Make sense if the probability is very low)  
2. Detection and recovery. Let deadlocks occur, detect them, and take action to dissolve. 
3. Dynamic voidance by careful resource allocation. 
4. Prevention, by structurally negating one of the four conditions necessary to cause a 

deadlock. 
 

·  Ignore 

The principle is simply to ignore a deadlock (ostrich algorithm) - pretending there is no problem. It 
is reasonable, if deadlocks occur very rarely, and if cost prevention is high. It is a trade off 
between convenience and correctness. 

·  Detection / Recover 

The principle is to detect deadlock with simple algorithms, and then resolve it. Deadlocks can be 
detected by determining whether it has occurred in the system (search for cycles), with single 
instance or several instances of a resource type. 

There are three ways to recover from deadlocks: 

�  killing a process in the deadlock cycle 

�  pre-empting the resources from a process in the deadlock cycle 

�  rolling back a process in the deadlock cycle 

�   

By this way, resource can be released, and then acquired by higher priority process/-es. 

·  Avoidance 

The principle to avoid a deadlock is by allocating a resource only if the resulting global system 
state is a safe state. If an unsafe state is avoided, then a deadlock is avoided. 

There are basically two approaches: 

�  Do not start a process if its maximum requirement might lead to a deadlock state 

�  Do not grant an incremental resource request if this allocation might lead to a deadlock 

Two algorithms must be used, one instance per resource (Resource Allocation Graph Algorithm), 
and multiple instances per resource (the Banker's algorithm). 

·  Prevention 

The principle is to verify that at least one of the necessary conditions for deadlock can never hold 
different ways to exist: 
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�  Collective requests (hold and wait) 

Each process can require collecting simultaneously all needed resources (it had to know all its 
possible resources needs). If not possible, it tries to request all them later. In this manner, it will 
never be waiting for a resource, once it begins execution. But this method decreases system 
concurrency, because this degrades resource utilization, its leads to starvation for processes who 
need many resources at the same time. 

�  Ordered requests (circular wait) 

All resources are classified into a fixed order of many different levels. A process can only request 
resources in classes high than the classes it currently holds. 

However, this method also degrades resources utilization, as processes are gathering and holding 
onto resources as they move up the chain. 

�  Pre-emption : 

The idea is to permit pre-emption, getting rid of the No pre-emption condition. However, this would 
be a problem in real-time systems, as data may be lost before you come back to it. 

�  Spooling (mutual exclusion) :Only one process uses a resource, thus deadlock is 
eliminated 

The principle is to avoid assigning resources (only if absolutely necessary) and as few processes 
as possible actually should claim for that resource. 

2.2.6.4 Decision Making for Priority/Deadlock (reflecting on chapter 1.1) 

To classify the partitions, the general aspects are weighted to the importance of the topic. The 
Range to be selected is 1 to 6. 1 means uninteresting and 6 means very important topic for 
making a decision to choose a hardware solution or a software solution. 

Reflecting to the general aspects of deadlock prevention and priority handling for a safety 
gateway, the decision table looks as follows: 

 

Hardware Software
Importance Importance

Deadlock prevention/ 
priority handling

6 1 6 5 5

Overall cost 1 1 1 1 1
Changeability during 
lifetime

1 0 0 2 3

IP protection 0 0 0 0 0
Developing time 1 0 0 1 1
Verified solutions 3 0 0 4 4
Background and 
competences of the 
developing team

3 0 0 0 0

sum 7 14

Importance Hardware 
solution

Software 
solution

 

Figure 2-9. Priority handling/Deadlock prevention decision Table 

 

The final result is: Priority handling and deadlock prevention should be done in software. 



 EASIS Deliverable D1.2-11  

28.11.2006 Version 1.0 - 19 - 

2.2.7 Error Reporting 

Per definition a safety related gateway will only report errors on its own hardware/software ISO-7-
layer system. All other error signals, messages or other error information flow arrived through data 
routing channels or interfaces will be forwarded as data transfer without any locally made changes 
or reporting. This simplifies software and hardware development of a gateway and therefore 
partitioning during the development and maintenance cycle.  

2.2.8 Flash Update Considerations 

 

2.2.8.1 Introduction 

Data contents e.g. routing tables and gateway application software, designed to be finally kept 
resident in separate FLASH memory, embedded FLASH memory and likewise, can be coded in 
source files in many different ways. Those source files will be compiled to output files or 
executables. There are different types of special-format output files after every compiling session 
which is designed for code and data to be transferred from development environment or 
production programmers to a ECU-based FLASH destination hardware. These files are usually 
produced as output by LINKERs, DEBUGGERs and Production-programmers or may be 
generated by special programs converting or reading-out the contents of memory locations.  

In general, such a file contains the read out contents or the content which is to be kept in 
permanent memory –plus- some additional information which informs about integrity of the data 
set. To protect output file contents during any file transfers, some mechanisms are used to detect 
errors which may have been injected into these contents during transfer.  

A very common and proven protection mechanism is the usage of a pure checksum, a one's-
complement checksum or a polynomial checksum, all being implemented of different size 
according to safety- and environment needs. Specific file formats have been established for many 
years which are easy to handle and which provide error protection as a build-in.  

Note: It is intended to mandatory-use a specific output file format. It is a high risk to use 
pure binary code and data output files during transfers between development environment 
and final ECU storage location. 

2.2.8.2 A secured development chain 

In general it is important to notice, that transferring of final executable code and data software 
contents from the development environment – usually a personal computer - to the final storage 
unit – usually a FLASH-memory or ROM on an ECU – needs to be in a so called secured chain to 
avoid unwanted content changes during transfer and programming. 
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Figure 2-10. Development Chain Abstract 

An error during transfer can be injected at any time on the chain. Therefore the complete chain 
must have a straight on protection without any protection-gaps - especially if safety related 
software for gateways will be transferred.  

Note: The weakest transfer line safety defines the overall safety on the full transfer chain. 

2.2.9 Data Content Protection on Update/Transfer 

 

2.2.9.1 Plain Binary Files 

The simplest case may be an output file defined as pure binary, and in general, an extension of 
the filename itself is: ".BIN". The binary file is the usual picture of a memory recorded in a file 
without any protection. Such files are used more rarely, but they are in use. 

 

Note: This file format provides no content protection itself. Therefore it is not 
recommended for safety related gateway software updates and update development. 

2.2.9.2 Srecord and Checksum 

As mentioned before, the usage of a (check) sum is a proven mechanism to protect data contents. 

More commonly, there are files in use with binary contents specially coded by ASCII characters 
(American Standard Code for Information Interchange) so called Srecords. Their format is named 
to be HEXADECIMAL or SEDECIMAL or ASCII. Srecords are always ASCII-coded. They have got 
a construction of common files TXT. It means that the file is composed of records (lines of text), 
ended by EOL (CR+NL or only NL in UNIX) limiter which will not be shown on a usual text editor. 
The inside contents of every record line has characters compatible with standard and 
interpretation ASCII. 

One record line contains a coded PORTION-fragment or-  in other words - a  picture of memory, 
and such information as: 

 

Figure 2-11. Srecord Line 

Type Count Address ASCII-Data Checksum CR+NL 

Development  

Environment 

Environment 

Output File 

File 

Transfer 

Contents 

Extraction 

Programming 

Final Storage 

Programming 

Verification 

Hardware 



 EASIS Deliverable D1.2-11  

28.11.2006 Version 1.0 - 21 - 

Shown below is a typical S-record format file to illustrate the structure. 
 
S00600004844521B 
S1130000285F245F2212226A000424290008237C2A 
S11300100002000800082629001853812341001813 
S113002041E900084E42234300182342000824A952 
S107003000144ED492 
S5030004F8 
S9030000FC 
 

The whole ECU data content is fractured into several portions (=lines of ASCII-text) and every 
portion is protected by a checksum. Therefore there is a build-in way to the file to detect errors on 
every single line. This gives a multiple protection - much better than a pure binary content file - if 
the Srecord content is transferred thru the chain from the development system to the destination 
FLASH-memory inside a gateway ECU. 

Note: This checksum (one©s complement) gives full protection in case of single bit errors 
per text line. This checksum gives minor protection per text line in case of an even number 
of bytes have been erroneous values linked together with these single bit errors are located 
at the same bit position on every involved byte and these bits are at opposite error states. 
Or - the other way round - there is a possibility left that errors will substitute itself leading to 
a valid checksum but remain as errors in the Srecord count, address and data area.  

Read this twice and think about it carefully… 

2.2.10 Hex-Format 

The Hex-format had been specified by Intel�  [2]. 

The principle of and how memory contents are handled are more or less equal 2.2.9.2 with some 
architecture specific extensions. 

2.2.11 Other Transfer Formats 

ELF, COFF, IEEE, a.out, RDF, DBG, ARM-Object, Tektronix-Hex, TI-Hex, ff. are examples of 
other content representations being linker output file formats selectable by development 
environment. 

Note: The linker output file can be selected on demand or company requirements, as long 
as it provides some kind of build-in content protection (CRC, Checksum etc.). 

The larger firms, producing FLASH-ECUs, FLASH memories, or microcontrollers, have designed 
their own file models for the discussed file formats. However, the common feature is coding for a 
single byte. In the record is usually found the address of portion©s start in memory. Generally, such 
an address may consist of 2, 3 or 4 and even up to 8 bytes. For these parameters there is adopted 
as well the principle, that the successive bytes as PAIRS of ASCII characters correspond the 
successive bytes of the address register successively.  Little-endian or big-endian matters have to 
be watched during generation. 

2.2.12 Minimum Content Protection Requirement 

Single bit errors have to be detected as a minimum requirement (parity error detection). A higher 
protection method or algorithm is preferred. 
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2.2.13 Summary for Checklist 

Use a format during executable file transfer to ECU FLASH memory which uses a build-in 
checksum to detect single bit errors as a minimum. 

2.2.14 Fallback Solutions during Update 

If the update procedure of the gateway application software does not finish successfully (e.g. 
checksum calculation invalid) the elder software version must be ready again. This can be realized 
by a simple reprogramming session or a double of the available FLASH memory storage 
combined by alternative usage.  

Note: A new safety gateway software must not be programmed prior saving the previous 
(elder) programmed software by a successful readout session or by successfully verifying 
the external database availability. 

Note: For safety related software the duplication of available FLASH memory storage to 
realize a fallback solution is the preferred topic due to elimination of reprogramming 
problems during update. 

2.2.15 Software Version Control 

Software revision control inside the gateway has to be limited by simply providing the programmed 
software version. All other revision control mechanisms lead to an overhead (e.g. a database, a 
software/hardware dependency matrix etc.) which exceeds the gateway capability and production 
costs. 

Note: Software revision control is located outside the gateway unit and gateway domain 
itself. 

2.2.16 CRC over all Update Contents 

This topic will be covered by WT 1.2.3, REQ-1.2.3.012 to REQ-1.2.3.014 during hardware testing 
topics on run time self tests. 

2.2.17 Specific FLASH Memory Device Property 

As a main topic have to be mentioned a specific FLASH memory property.  

Note: External FLASH memory devices cannot be accessed as memory devices for ECU 
read cycles while being reprogrammed at the same time. This is valid even if 
reprogrammed and read-accessed areas reside in different internal FLASH locations called 
sectors. Usually this leads to the fact that the update application cannot reside in the same 
FLASH memory device. 

Therefore a few requisites have to be kept in mind.  

First, an update procedure for a safety related gateway has to be executed as a special mode of 
operation. This mode does not require gateway functionality itself to be executed in parallel. 

Secondly, if the programming application is located in the gateway itself, it has to be stored in a no 
erasable second storage device. 
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2.2.18 General Update Issue Checklist Items 

·  Use a executable file transfer format to reprogram ECU FLASH memory which uses a 
build-in checksum to detect single bit errors as a minimum requirement. 

·  A new safety gateway software must not be programmed prior checking availability of the 
elder programmed software. 

·  Check 1.2.3, REQ-1.2.3.012 to REQ-1.2.3.014 contents for checksum topics. 

·  External FLASH memory devices cannot be accessed as read memory devices during 
programming session. 

·  Programmed gateway application software has to provide its software revision during 
normal gateway operation. 

·  Software revision control is located outside the gateway. 

2.3 Hardware Software Partitioning Summary 

All topics as mentioned above will be summarized according to the required gateway project to 
build a user guide and final decision table. The final decision table is based on all other tables as 
seen above. 

Note: There is no given max. or min. limits for the numbers as already mentioned above. This is a 
decision of the overall gateway project management. 

 

All Final Results 14 5 10 7 11
Overall cost 1 1 1 1 1
Developing time 1 1 1 1 1
Verified solutions 3 3 3 3 2
Background and 
competences of 
the developing 
team

3 3 3 3

3

Decision Sum 22 13 18 15 18

Key 
Generation

Deadlock 
prevention 

final

Dest. 
Address 
Reading

ForwardingPath 
Finding

 

Table 2-11. Final Decision Table (…select relevant columns on demand) 

The table above shows a proposal for a decision making toolset. Anyhow it is not perfect in all 
cases for the development cycle of hardware & software partitioning, but it will summarize input 
mainly given from different sources, standards, company standards, logic, human skills, safety 
workgroups, verified solutions and department experiences. 

The main task is to align all relevant information into the hardware-software partitioning flow in a 
comprehensible way. The strictly-spoken focus on hardware-software partitioning from a pure 
technical basis has been extended to a more gateway development oriented view, where 
partitioning still provides a vital part. 
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Any kind of additional topics being relevant for a very specific gateway design are highly welcome 
as far as the main intention - hardware/software partitioning - is not dropped from the gateway 
team builders. This means that the gateway team is free to choose additional requirements which 
will be seen as relevant for hardware software partitioning. This may lead to an additional entry 
into the final decision table. 

As an outlook can be summarized, that even contents of a final decision table are subjects for 
prioritization tasks - in our example every column. But this may lead to some additional confusion 
and will be seen as overhead. However, some projects may request this due to economical 
containments or technical limits. 
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